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AN ACT TO MAKE PROVI SI ONS SECURI NG COMPUTER
MATERI AL AGAI NST UNAUTHORI SED ACCESS OR
MODI FI CATI ON AND FOR CONNECTED PURPOSES

Enacted by the Parliament of the Bahanmas

PART |
PRELI M NARY

1. (1) This Act may be cited as the Conputer M suse

Act, 2003.

(2) This Act shall come into operation on such day
as the Mnister may, by notice published in the Gazette,
appoi nt .

2. (1) In this Act -

"conputer"” neans an electronic, nmagnetic, optical,
el ectrochem cal, or other data processing device,
or a group of such interconnected or related
devi ces, performng | ogical, arithnetic, or storage
functions, and includes any data storage facility
or communi cations facility directly related to or
operating in conjunction with such device or group
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of such interconnected or rel ated devi ces, but does
not i ncl ude -

(a) an automated typewriter or typesetter;

(b) a portable hand held cal cul ator;

(c) a simlar devi ce whi ch IS non-
programmabl e or which does not contain
any data storage facility; or

(d) such other device as the M nister may, by
notice publ i shed in t he Gazette,
prescri be;

“conmputer output” or “output” neans a statement or
representation (whether in witten, printed,
pictorial, graphical or other form purporting to
be a statenent or representation of fact -

(a) produced by a conputer; or

(b) accurately translated froma statenent or
representation so produced,

"conput er service" i ncl udes conputer tinme, data
processing and the storage or retrieval of data,;
"damage" neans, except for the purposes of section 12,
any inpairnment to a conputer or the integrity or
avai lability of data, a program or system or
i nformation, that -

(a) causes economc |oss aggregating ten
t housand dollars in value, or such other
anount as the Mnister may, by notice
published in the Gazette, prescribe
except that any such loss incurred or
accrued nore than one year after the date
of the offence in question shall not be
taken into account;

(b) nodifies or inpairs, or potentially
nodi fi es or i npairs, t he medi ca



-3

exam nation, diagnosis, treatnent or care
of one or nore persons;

(c) ~causes or threatens physical injury or
death to any person;

(d) threatens public health or public safety;
or

(e) threatens physical damage to a conputer

"data" neans representations of information or of
concepts in a formsuitable for use in a conputer

"el ectronic, acoustic, nechanical or other device" neans
any device or apparatus that is used or is capable
of being used to intercept any function of a
conput er;

"function" includes |ogic, control, arithmetic, deletion,
storage and retrieval and communi cation or
tel ecommuni cation to, fromor within a conputer;

"intercept" , in relation to a function of a conputer,
includes listening to or recording a function of a
conputer, or acquiring the substance, neaning or
purport thereof;

"progrant or “conputer program' neans data representing
instructions or statenents that, when executed in a
conputer, causes the ~conputer to perform a
function; and a reference in this Act to a program
includes a reference to part of a program
(2) For the purposes of this Act, a person “secures

access” to any programor data held in a conputer if he causes
a conputer to performany functioninrelation to such program
or data, that -
(a) alters or erases it;
(b) copies or noves it to any storage nmedi um
other than that in which it is held or to
a different location in the storage
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mediumin which it is held;

(c) wuses it; or

(d) causes it to be output fromthe conputer
inwhichit is held (whether by having it
di spl ayed or in any other manner);

and references in this Act to securing access or to an intent
to secure such access shall be construed accordingly.

(3) For the purposes of subsection (2) (c), a
person “uses” a programif the function he causes the conputer
to perform causes the programto be executed or is itself a
function of the program

(4) For the purposes of subsection (2) (d), the
formin which any program or data is output is immteria
(tncluding in particular whether or not it represents a form
in which, in the case of a program it is capable of being
executed or, in the case of data, it is capable of being
processed by a conputer).

(5 For the purposes of this Act, access of any
kind by any person to any programor data held in a conputer
is “unaut horised” if -

(a) he is not hinself entitled to control
access of the kind in question to the
program or data; and

(b) he does not have consent to such access
fromany person who is so entitled.

(6) A reference in this Act to “any program or
data held in a conputer” includes a reference to such program
or data held in any renovabl e storage nediumwhich is for the
time being in the conputer; and a conputer is to be regarded
as containing any programor data held in any such nedi um

(7) For the purposes of this Act, a “nodification
of the contents of any conputer” takes place if, by the
operation of any function of the conputer concerned or any
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ot her conputer -
(a) any program or data hel d in the
conputer concerned is altered or erased,
(b) any program or data is added to its
contents; or
(c) any act occurs which inpairs the nornal
operation of any conputer;
and any act which contributes towards causing such a
nodi fication shall be regarded as causing it.
(8 Any nodification referred to in subsection (7)
is unaut horised if -
(a) the person whose act causes it is not
hinmself entitled to determ ne whether
the nodification should be nmade; and

(b) he does not have consent to the
nodi fication from any person who is so
entitl ed.

PART 11
OFFENCES

3. (1) Subject to subsection (2), any person who,
w t hout authority, know ngly causes a conmputer to perform
any function for the purpose of securing access to any
program or data held in any conputer shall be guilty of an
offence and shall be Iliable on summary conviction to a
fine not exceeding five thousand dollars or to inprisonnent
for a termnot exceeding six nonths or to both such fine and
i nprisonment and, in the case of a second or subsequent
conviction, to a fine not exceeding ten thousand or to
i nprisonnment for a termnot exceedi ng one year or to both such
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fine and inprisonnent.

(2) If any damage is caused as a result of an
of fence under this section, a person convicted of the offence
shall be liable to a fine not exceeding twenty thousand
dollars or to inprisonnent for a term not exceeding three
years or to both such fine and inprisonnent.

(3) For the purposes of this section, it is
immaterial that the act in question is not directed at —

(a) any particular program or data;

(b) a programor data of any kind; or

(c) a programor data held in any particul ar
conput er.

4. (1) Any person who causes a conputer to perform
any function for the purpose of securing access to any
program or data held in any conputer with intent to commt
an offence (whether by hinself or by any other person) to
which this section applies shall be guilty of an offence.

(2) This section shall apply to an offence
i nvol ving property, fraud, dishonesty or which causes bodily
harm and which is punishable on conviction with inprisonnment
for a termof not |less than two years.

(3) Any person guilty of an offence under this
section shall be liable on summary conviction, to a fine not
exceeding ten thousand dollars or to inprisonnent for a term
not exceeding three years or to both such fine and
i npri sonment .

(4) A person may be guilty of an offence under this
section even though the facts are such that the comm ssi on of
the further offence is inpossible.

(5 For the purposes of this section, it is
i mmaterial whether -

(a) the access referred to in subsection (1)
is authorised or unauthori sed;
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(b) the offence to which this section applies
is conmtted at the sane tine when the
access is secured or at any other tine.

5. (1) Subject to subsection (2), any person who
does any act which he knows wll cause an unauthori sed
nmodi fication of +the contents of any conputer shall be
guilty of an offence and shall be liable on sumary
conviction to a fine not exceeding ten thousand dollars or to
i nprisonnment for a termnot exceedi ng one year or to both such
fine and inprisonnent and, in the case of a second or
subsequent conviction, to a fine not exceedi ng twenty t housand
dollars or to inprisonnent for a term not exceeding three
years or to both such fine and inprisonnent.

(2) If any damage is caused as a result of an
of fence under this section, a person convicted of the offence
shall be liable to a fine not exceeding twenty thousand
dollars or to inprisonnent for a term not exceeding three
years or to both such fine and inprisonnent.

(3) For the purposes of this section, it is
immaterial that the act in question is not directed at —

(a) any particular program or data;

(b) a programor data of any kind; or

(c) a programor data held in any particul ar
conput er.

(4) For the purposes of this section, it is
immaterial whether an unauthorised nodification is, or is
intended to be, permanent or nerely tenporary.

6. (1) Subject to subsection (2), any person who
know ngly —

(a) secures access wthout authority to any
conputer for the purpose of obtaining,
directly or indirectly, any conputer
servi ce;
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(b) intercepts or causes to be intercepted
wi t hout aut hority, directly or
indirectly, any function of a conputer by
means of an el ectro-magnetic, acoustic,
mechani cal or other device; or

(c) wuses or causes to be used, directly or
indirectly, the conputer or any other
device for the purpose of conmtting an
of fence under paragraph (a) or (b),

shall be guilty of an offence and shall be liable on sumary
conviction to a fine not exceeding ten thousand dollars or to
i nprisonnment for a termnot exceeding three years or to both
such fine and inprisonnent and, in the case of a second or
subsequent conviction, to a fine not exceedi ng twenty t housand
dollars or to inprisonnent for a term not exceeding three
years or to both such fine and inprisonnent.

(2) If any damage is caused as a result of an
of fence under this section, a person convicted of the offence
shall be liable to a fine not exceeding fifty thousand dol |l ars
or to inprisonnent for a termnot exceeding five years or to
both such fine and inprisonnent.

(3) For the purposes of this section, it is
immaterial that the unauthori sed access or interceptionis not
directed at -

(a) any particular program or data;

(b) a programor data of any kind; or

(c) a programor data held in any particul ar

conput er.
Unaut hori sed 7. (1) Any person who, knowi ngly and w thout authority
obstruction or | awful excuse -
of use of (a) interferes wth, or interrupts or
conput er. obstructs the |l awful use of, a conputer;

or
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(b) inpedes or prevents access to, or inpairs
the useful ness or effectiveness of, any
programor data stored in a conputer,

shall be guilty of an offence and shall be liable on sumary
conviction to a fine not exceeding ten thousand dollars or to
i nprisonnment for a termnot exceeding three years or to both
such fine and inprisonnent and, in the case of a second or
subsequent conviction, to a fine not exceedi ng twenty t housand
dollars or to inprisonnment for a termnot exceeding five years
or to both such fine and inprisonment.

(2) If any damage is caused as a result of an
of fence under this section, a person convicted of the offence
shal | be liable to a fine not exceeding fifty thousand
dollars or to inprisonnment for a termnot exceeding five years
or to both such fine and inprisonment.

Unaut hori sed 8. (1) Any person who, knowi ngly and wi thout authority
di scl osure di scl oses any password, access code or any other neans of
of access gai ni ng access to any program or data held in any conputer
code. shall be guilty of an offence if he did so -

(a) for any wongful gain;
(b) for any unlawful purpose; or
(c) knowng that it 1is likely to cause
wrongful |loss to any person.
(2) Any person qguilty of an of fence under
subsection (1) shall be |iable on summary conviction to a fine
not exceeding ten thousand dollars or to inprisonnent for a
term not exceeding three years or to both such fine and
i nprisonment and, in the case of a second or subsequent
conviction, to a fine not exceedi ng twenty thousand dol |l ars or
to inprisonment for a termnot exceeding five years or to both
such fine and inprisonment.
Enhanced 9. (1) Where access to any protected conputer is
puni shent obtained in the course of the comnm ssion of an offence under
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section 3, 5, 6 or 7, the person shall be tried on
informati on and shall be |iable on conviction to a fine not
exceeding one hundred thousand dollars or to inprisonnent
for a termnot exceeding twenty years or to both such fine and
i npri sonment .

(2) For the purposes of subsection (1), a conputer
shall be treated as a “protected conputer” if the person
commtting the offence knew, or ought reasonably to have
known, that the conputer or programor data is used directly
in connection with or necessary for -

(a) the security, defence or internationa
rel ati ons of The Bahanas;

(b) the exi st ence or identity of a
confidenti al source of i nformation
relating to the enforcenent of a crim nal
I aw;

(c) the provision of services directly
rel ated to communi cations i nfrastructure,
banki ng and financial services, public
utilities, public transportation or
public key infrastructure; or

(d) the protection of public safety including
systens related to essential energency
services such as police, civil defence
and nedi cal services.

(3) For the purposes of any prosecution under this
section, it shall be presuned, until the contrary is proved,
that the accused has the requisite know edge referred to in
subsection (2) if there is, in respect of the conputer,
program or data, an electronic or other warning exhibited to
t he accused stating that unaut hori sed access to that conputer,
program or data attracts an enhanced penalty under this
section.
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10. (1) Any person who incites, solicits or abets
the commssion of or who attenpts to commit or does any
act preparatory to or in furtherance of the conm ssion of
any offence under this Act shall be guilty of that offence
and shall be Iliable on sunmary conviction to the puni shnent
provided for the full offence.

(2) For an offence to be commtted under this
section, it is immaterial where the full offence in question
t ook pl ace.

PART 111
M SCELLANEQUS AND GENERAL

11. (1) This section has effect to supplenent the
provi sions of the Penal Code in relation to the juris-
diction of the courts of The Bahamas to try offences which
do not take place wholly in The Bahansas.

(2) Subject to subsection (3) the provisions of
the Act shall have effect, inrelation to any person, whatever
his nationality or citizenship, outside as well as within The
Bahanas.

(3) Where an offence under this Act is commtted by
any person in any place outside The Bahamas, he may be dealt
with as if the offence had been conmtted wi thin The Bahanas.

(4) For the purposes of this section, this Act
shall apply if, for the offence in question.

(a) the accused was in The Bahanas at the
material time; or
(b) the conputer, programor data was in The
Bahamas at the material tine.
12. (1) Notwithstanding any Act to the contrary



of
pr oceedi ngs.

Order for
paynment of
conpen-
sati on.

Saving for
i nvesti -
gati ons.

-12-

prescribing the time limt wthin which sumary proceedi ngs
may be commenced and subject to subsection (2), proceedings
for an of fence under this Act may be brought within a period
of twelve nonths fromthe date on which evidence sufficient in
the opinion of the Attorney-Ceneral to warrant prosecutions
canme to his know edge.

(2) No such proceedings shall be brought by virtue
of this section nore than three years after the conm ssi on of
t he of fence.

(3) For the purposes of this section, a
certificate signed by or on behalf of the Attorney CGeneral and
stating the date on which evidence sufficient in his opinion
to warrant the commencenent of proceedings canme to his
know edge shall be conclusive evidence of that fact.

13. (1) The court before which a person is convicted
of any offence under this Act may nake an order against
himfor the paynment by himof a sumto be fixed by the court
by way of conpensation to any person for any damage caused to
his conputer, program or data by the offence for which the
sentence i s passed.

(2) Any claimby a person for danages sustai ned by
reason of the offence shall be deened to have been satisfied
to the extent of any anmount which has been paid to hi munder
an order for conpensation, but the order shall not prejudice
any right toacivil renmedy for the recovery of danages beyond
t he anbunt of conpensation paid under the order.

(3) An order of conpensation under this section
shall be recoverable as a civil debt.

14. Nothing in this Act shall prohibit a police
officer, a person authorised in witing by the Conm ssioner
of Police under section 16(1) or any other duly authorised
| aw enf or cenent of ficer from lawful |y conducti ng
investigations pursuant to his powers conferred under any
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witten | aw

15. (1) A police officer may arrest w thout warrant
any person who has commtted or is conmtting, or whomthe
police officer wth reasonable cause suspects to have
commtted, or to be commtting, an offence under this Act.

(2) Any power of seizure conferred on a police
of ficer who has entered prem ses by virtue of a warrant issued
under section 66 of the Crimnal Procedure Code inrelationto
an offence under this Act, or any related inchoate offence,
shall be construed as including a power to require any
information relating to the warrant which is held in a
conputer and accessible fromthe prem ses to be produced in a
formin which it can be taken away and in which it is legible
(whether or not with the use of a conputer).

(3) Where the itens seized by a police officer
under section 66 of the Crimnal Procedure Code include
conputers, disks or other conputer equipnent, the magistrate
bef ore whomthose itens are brought in accordance with section
68 of the Crimnal Procedure Code may, on the application of
the person to whom those itens belong or from under whose
control they were taken, and subject to subsection (4), make
an order -

(a) permtting a police officer to make
copi es of such prograns or data held in
t he conmputer, disks or other equi pnent as
may be required for the investigation or
prosecution of the offence;

(b) requiring copies of those copies to be
given to any person charged in relation
to the offence ("the accused person");
and

(c) requiringtheitens to be returned within
a period of seventy-two hours,
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and when seizing any such itenms the police officer shall
inform the person to whom those itens belong or from under
whose control they are taken of his right to nmake an
application under this subsection.
(4) Subsection (3) (b) shall not apply -
(a) in relation to copies of any itens
returned to the accused person; or
(b) where the court is satisfied that -
(1) the provision of copies would
substantial ly prejudice the
i nvestigation or prosecution, or
(1) owi ngtothe confidential nature
of the information obtained
from the conmputers, disks or
ot her equi pnent, the harmwhich
may be caused to the business
or other interests of the
applicant or any third party by
gi ving copi es of t hat
information to the accused
person outwei ghs any prejudice
which may be caused by not so
doi ng.
(5) Any copies nmade pursuant to subsection (2) or
(3) shall, for the purposes of admssibility in any
proceedi ngs, be treated as if they were thenselves the itens
sei zed.

16. (1) A police officer or a person authorised in
witing by the Conm ssioner of Police, pursuant to a warrant
under section 66 of the Crimnal Procedure Code, shall -

(a) be entitled at any tinme to -
(1) have access to and i nspect and
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(i)

(iii)

check the operation of any
conputer to which this section
applies,

use or cause to be used any
such conputer to search any
data contained in or avail able
to such conputer, or

have access to any i nformati on,
code or technology which has
t he capability of
retransform ng or unscranbling
encrypted data contained or
avai |l abl e to such conputer
into readabl e and
conprehensible format or text
for the pur pose of
i nvestigating any of f ence under
this Act or any other offence
whi ch has been di scl osed in the
course of the lawful exercise
of the powers under this
section;

(b) be entitled to require -

(i)

(i)

t he person by whom or on whose
behal f, the police officer or
i nvestigation of ficer has
reasonabl e cause to suspect,
any conputer to which this
section applies is or has been
used, or

any person having charge of,
or otherw se concerned with the
operation of, such conputer, to
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provi de hi m W th such
reasonabl e techni cal and ot her
assistance as he may require
for the purposes of paragraph
(a); or
(c) be entitled to require any person in
possessi on of decryption information to
grant him access to such decryption
informati on necessary to decrypt data
required for the purpose of investigating
any such of fence.

(2) This section shall apply to a conputer which a
police officer or a person authorised in witing by the
Commi ssi oner of Police has reasonabl e cause to suspect is or
has been in use in connection with any offence under this Act
or any ot her offence which has been di sclosed in the course of
the I awful exercise of the powers under this section

(3) The powers referred to in paragraphs (a) (ii)
and (iii) and (c) of subsection (1) shall not be exercised
except with the consent of the Attorney-General.

(4) Any person who obstructs the | awmful exercise of
the powers under subsection (1) (a) or who fails to conply
Wi th a request under subsection (1) (b) or (c) shall be guilty
of an offence and shall be liable on summary conviction to a
fine not exceeding ten thousand dollars or to inprisonnment for
a term not exceeding three years or to both such fine and
i npri sonment .

(5) For the purposes of this section -

"decryption information" nmeans i nformati on or technol ogy
that enables a person to readily retransform or
unscranbl e encrypted data from its unreadabl e and

i nconprehensible format to its plain text version;

"encrypted dat a" means data which has been
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transfornmed or scranbled from its plain text
version to an unreadable or inconprehensible
format, regardless of the technique utilised for
such transformation or scranbling and irrespective
of the mediumin which such data occurs or can be
found for the purposes of protecting the content of
such dat a;

"plain text version" means original data before it has
been transformed or scranbled to an unreadabl e or
i nconpr ehensi bl e format.

17. (1) \Were a personis convicted of an of fence under
this Act, or any related inchoate offence, and the court is
satisfied that any property which was in his possession or
under his control at the tine he was apprehended for the
of fence or when a summons in respect of it was issued -

(a) has been wused for the purpose of
comm tting, or facilitating t he
conmi ssion of, the offence in question or
any ot her such offence; or

(b) was intended by himto be used for that
pur pose,

the court may order that property to be forfeited to the
Crown, and may do so whether or not it deals with the of fender
in respect of the offence in any other way.

(2) In considering whether to nake an order in
respect of any property the court shall have regard -

(a) to the value of the property; and

(b) tothe likely financial and other effects
on the offender of the making of the
order (taken together wth any other
order the court contenpl ates making).
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OBJECTS AND REASONS

This Bill seeks to nmake provision for securing
conputers and conputer material against unauthorised access,
nmodi fication and interference. The aim is to enforce
observance of conputer security by inposing stringent
penalties for specified conputer related offences. The Bill
al so provi des for enhanced penalties where the offence results
i n damage, which includes financial loss, injury, or harm

Cl ause 1 provides for the short title and
comrencenent provisions of the Act.

Cl ause 2 provides the interpretation provision.

Cl ause 3 nmakes it an offence for a person to
cause a conputer to performany function with intent to secure
unaut hori sed access to any programor data held in a conputer.
The of fence is punishable with a fine and/or inprisonnment. An
i ncreased penalty would be inposed where that unauthorised
access results i n sustai ned damage above the prescribed limt.

Clause 4 makes it an offence for a person to
access a conputer with the intention of commtting an of fence.
The offence is punishable with a fine and/or inprisonnment:

Cl ause 5 nmakes it an offence for a person to do
any act which causes an unauthorised nodification of the
contents of any conputer. The offence is punishable with a
fine and/or inprisonnent. There is an enhanced penalty where
damage above the prescribed I|imt results from the
nodi fi cation.

Clause 6 makes it an offence to secure
unaut hori sed access to any conputer for the purpose of
obt ai ni ng conputer services, or tointercept without authority
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any function of a conputer, or uses any device for the purpose
of an unaut hori sed access to obtain a conputer service or to
intercept a conputer function. Were damage above the
prescribed limt results from such activity there is an
enhanced penalty.

Clause 7 makes it an offence know ngly and
w thout authority or lawful excuse to interfere with the
| awful use of a conputer or inpair in any way the useful ness
of any program or data stored on a conputer. An enhanced
penalty is inposed where damage above the prescribed limt
results fromthe interference or inpairnent.

Cl ause 8 creates an offence of know ngly and
w t hout aut horisation disclosing any nmeans of gai ning access
to any program or data held on a conputer for any wongfu
gai n, unlawful purpose or knowng that it is likely to cause
wrongful |loss to any person.

Clause 9 makes an offence indictable if an
of fence comm tted under sections 3,5,6 or 7 involved access to
a protected conputer. A protected conputer is one which the
person knew or ought to have known was used for specified
purposes including national security, | aw enforcenent
pur poses, the provision of public services, banking and
financi al services, comruni cations infrastructure, public key
infrastructure, transportation and public safety.

Cl ause 10 provides that conspiracy, attenpt,
incitenment, aiding and abetting or any other act preparatory
to or in furtherance of the comm ssion of any offence under
the Act should be punishable on conviction wth the sane
penal ty provided for the offence.

Cl ause 11 provides for the territorial scope of
of fences under the Act, which subjects the offender to this
jurisdiction whether he is a citizen or not, provided that he
or the conputer, program or data was in The Bahamas at the
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material tine.

Clause 12 provides that the proceedings for
of fences under the Act can be brought wthin twelve (12)
months fromthe date on which the Attorney General certifies
that sufficient evidence has cone to his attention to warrant
prosecution of an offence. The tinme |imt for bringing such
prosecution is three years.

Cl ause 13 all ows the court to nake an order for
paynment of conpensation by an offender to any person for any
damage caused to that person’s conputer. This order does not
prevent that person bringing any ot her proceedi ngs for damages
at common | aw.

Cl ause 14 preserves the power of a police
officer to conduct investigations as permtted under any
witten | aw

Cl ause 15 would allow a Magistrate to issue a
search warrant to a police officer, who, upon executing it,
may seize any article, data, docunent or information if he
believes it is evidence that an offence has been comm tted.
This clause woul d al so allow a police office to have access to
any conputer, or programor data held in any conputer and to
require any person concerned to assist him in his
i nvestigations, including giving hi maccess codes. However, in
certain circunstances, these powers cannot be exerci sed except
with the consent of the Attorney-General.

Cl ause 16 enpowers the police or any person
authorised by the Comm ssioner of Police, pursuant to a
Magi strate’s warrant to access conputer and data, where there
i s reasonabl e cause to suspect that a conputer is, or has been
in use in connection with any offence under the Bill or any
ot her of fence which has been disclosed in the course of the
| awf ul exercise of the powers of the police under this clause.

Cl ause 17 provides the court with discretionto
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forfeit any itens seized if the person is found guilty of the
of f ence.



